Information science is a relatively new field that seeks, among other things, to understand how information is propagated and how people come to hold beliefs as a result of exposure to that information. The “backfire effect” is a finding from information science that suggests that efforts to correct misinformation sometimes have the opposite effect. A related finding is the “illusory truth effect,” whereby people are more likely to believe information, including misinformation, after repeated exposure. So, one of the problems with correcting misinformation is that efforts to do so often mention the misinformation as part of the correction with the unintended consequence of reinforcing its belief.

These effects have important implications for things we read online and in print. For example, a recent headline quoted Andrew Wakefield, the physician who published fraudulent data in support of his bogus claim that vaccines cause a form of autism, as saying that vaccines make the measles virus stronger. On social media, I saw physicians and other people retweeting the headline, enraged that something like this was published in the mainstream press. But despite intentions, the news headline itself — even if the article went on to refute the claim — and the retweets of the article on social media, might have only served to reinforce the perception that Wakefield’s claim is true. This “boomerang effect” has also been demonstrated for headlines that pose questions like, “Do Vaccines Cause Autism?” or “Was Obama Born in the US?”

The Dunning Kruger effect is a finding from psychology research that almost everyone overestimates their level of knowledge on any given subject. This mismatch between self-rated knowledge and actual knowledge tends to be largest for people with the lowest levels of actual knowledge whereas it gets reversed at the highest level, where true experts underestimate themselves, providing evidence for the so-called “imposter syndrome.” This effect was demonstrated in a recent study of anti-vaccine beliefs — those with the lowest levels of knowledge about vaccines rated their knowledge as on par with that of doctors and scientists.
But it would be a mistake to use this finding as evidence that “anti-vaxxers” are merely uneducated or that modifying their beliefs is a simple matter of educating them about research that shows that vaccines don’t cause autism. On the contrary, conspiracy theorists believe that they know as much as doctors and scientists because they believe that it’s the doctors and scientists who are uneducated, brainwashed, hoodwinked, or “in on it” with ties to the pharmaceutical industry. And so, they reject scientific studies, no matter how many times something has been replicated and no matter the degree of scientific consensus. This is a defining feature of conspiracy theorists — they reject the authoritative account of things through a kind of denialism in favor of their own “alternative facts.” I like to think of conspiracy theories as emerging from mistrust in institutions of authority, with the resulting “epistemological vacuum” vulnerable to being filled with misinformation.
https://www.psychologytoday.com/us/blog/psych-unseen/201910/vaccine-hesitancy-misinformation-conspiracy-theory
