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o Stateless Protokol (Baglantisiz Ortam)
o Baglantisiz Ortamda istemciyi Yetkilendirme?
e Token Nedir?
e JSON Web Token Nedir?
o Avantajlari
o JWT Yapisi
o JWT'lerin Dogrulanmasi (JWT Verify)
= Secret Key
o IConfiguration Servisi
= base64 Encoding
= HS256 Algorithm
e ASP.NET Core ile JWT
o Servis Ayarlari
o JWT Uretmek
o jwt.io sitesinde jwt'yi dogrulamak
¢ |dentity Framework ile JWT Kullanimi

o Kimligi Dogrulanmis Kullanici igin JWT Uretmek
o JWT ile Yetkilendirme
o Postman ile JWT Test islemi
o JWT ile Rol Tabanli Yetkilendirme
= Claim Yapisi
Kaynaklar

https://github.com/cornflourblue/aspnet-core-3-jwt-authentication-api
http://www.minepla.net/2018/10/asp-net-core-jwt-kimlik-dogrulama/
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Stateless protocol < Client Server
I Request I

Response I

ingilizceden gevrilmistir - Hesaplamada durum bilgisi olmayan bir
protokol, alici tarafindan, genellikle bir sunucu tarafindan higbir I-

oturum bilgisinin tutulmadigi bir iletisim protokoltdir. Connection closed

Wikipedia (ingilizce)

JSON Web Token Nedir?

JSON Web Token, taraflarin birbirleri arasindaki veri aligverigini ve bunun dogrulamasini saglayan
JSON tabanl RFC 7519'de tanimlanmis agik bir standarttir. Ornegin bir sunucu, kullanicinin yénetici
ayricaliklarina sahip oldugunu belirten bir anahtar olusturabilir ve bunu kullaniciya

gonderebilir. Vikipedi
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JSON Web Token (JWT)
Abstract

JSON Web Token (JWT) is a compact, URL-safe means of representing
claims to be transferred between two parties. The claims in a JWT
are encoded as a JSON object that is used as the payload of a JSON
Web Signature (JWS) structure or as the plaintext of a JSON Web
Encryption (JWE) structure, enabling the claims to be digitally
signed or integrity pr with a ication Code
(MAC) and/or encrypted.

Status of This Memo

This is an I st Track

This is a p of the I Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
I Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://www.rfc-editor.org/info/rfc7519.



Token - JSON Web Token

POST /user/login
{ email, password }

Send Session ID As Cookie

Send Request With
Session ID Cookie

Send Response

Avantajlari Nelerdir ?
« JSON kullanmasi
URL Uzerinde tasinabilmesi

istemcide kullanilabilmesi

Web uygulamalari agisindan

Store User In

Server Memory

Get User From

On ID And
Verify Them

Web gerezleri kullanma zorunlulugu olmamasi

Yontem ve mantik basit oldugu icin hizli dogrulama yapilabilmesi
Olusturulan tokenlar(anahtarlar) ile HTTP request atilabilen her

HTTP session gerekmemesi, stateless kullanima uygun olmasi

Veri butunligini saglamasi

JSON Web Token Yapisi

J

HEADER

ALGORITHM
& TOKEN TYPE

PAYLOAD
DATA

SIGNATURE

VERIFICATION

WT

JSON WEB TOKEN

i

POST /user/login
{ email, password }
Create JWT
For User
Send JWT To Browser With Secret
Send Request With JWT
Verify JWT
Signature And
Send Response Get User From
Jwt
Header Claims.

eyJhbGe 107ITUZIINTISINRScCI6IKpXVCI9.eyIleH
A0 EOMTYONZESMZQsInVZZXI fbmFtZSI6InVZZXIL
CIzY29wZSI6Wy JyZWFKIiwid3IpdGUiXSwiYXVOaGay
AXRPZXMIO1sTUKIMRVIBRELITIISILIPTEVFVYNFUIJ
dLCIGAGK 101 ISYmMSMMEONCOwY § FhLTRNWULYmU3MC
1kYTUyMDC1Yj1hODQiLCIjbGLLbnRFaWQi01JtesS1jb
Gl1bnQtd216aC1z2WNyZXQ1 fQ.AZCTD_fCenrQRSXT
r3BQ5r0-2Qedc5_3qI3f-ZCuVY

Signature



Libraries troduct As Get a T-shirt Crafted by Auth0

ALGORITHM HS256

Encoded Decoded

HEADER:
eyJhbGci0iJIUZITNiIsInR5cCI6IKkpXVCJ9.eyd
pc21tIjoiRXJrYW4ilLCJzdWIi0iIXMjMONTY30Dk {

"alg": "HS256",
wIiwibmFtZSI6IkpvaG4gRGI1IiwiaWFeIjoxNTE B T
2MjM5MDIYyfQ. - }
DPqIztboBESJQOUH5ThYWpgfBcMyEIpf3IJVrHr-

PAYLOAD:

nE
{
"Erkan",
"1234567890",
"name": "John Doe",
‘iat": 1516239027
}
VERIFY SIGNATURE
ode(header) +
base64UrlEncode (payload),
erkanhurnali
secret base64 encoded
& Signature Verified SHARE JWT

dotnet new webapi

 JWTOLUSTURMA DB L@
> #8 Controllers
> ol obj
> ul Properties
appsettings.Development,json
appsettings json

JWTOlusturma.csproj

RIS

Program.cs
C# Startup.cs

C#* WeatherForecast.cs

dotnet add package Microsoft.AspNetCore.Authentication.JwtBearer

C# Startup.cs X appsettings,json X
C# Startup.cs > {} JWTOlusturma > % Dlusturma.Startup appsettings.json >
L ¢
29 public void ConfigureServices(IServiceCollection services) 2 “"Logging": {
30 { 3 "LogLevel": {
31 services.AddControllers(); 4 "Default": "Information",
32 var key = Encoding.ASCII.GetBytes(Configuration["Secret" 5 "Microsoft”: "Warning",
33 services.AddAuthentication(x => 6 "Microsoft.Hosting.Lifetime": "Information"
34 { 7 }
35 x.DefaultAuthenticateScheme = JwtBearerDefaults.AuthenticationSchemej 8 },
36 x.DefaultChallengeScheme = JwtBearerDefaults.AuthenticationScheme; "AllowedHosts": "*",
37 b 10 I"Secret":"buerkanhurnalinincokgizlianahtar‘idir"I
38 .AddJIwtBearer(x => 11 }
39 {
40 X.RequireHttpsMetadata = false;
41 Xx.SaveToken = true;
42 x.TokenValidationParameters = new TokenValidationParameters
43 {
44 ValidateIssuerSigningKey = true,
45 IssuerSigningKey = new SymmetricSecurityKey(key),
46 ValidateIssuer = false,
47 ValidateAudience = false
48 ¥
49 N
50 }




C# TokenController.cs X

Controllers > C# TokenController.cs > {} JWTOlusturma.Controllers > % JWTOIlusturma.Controllers.T
17 public class TokenController : ControllerBase
18 {
19 private readonly IConfiguration configuration;
20
21 public TokenController(IConfiguration configuration)
22 {
23 this.configuration = configuration;
24 }
25
26 // GET api/token
27 [HttpGet("")]
28 public ActionResult GetToken()
29 g
30 var tokenHandler = new JwtSecurityTokenHandler();
31 var key = Encoding.ASCII.GetBytes(configuration["Secret"]);
32 var tokenDescriptor = new SecurityTokenDescriptor
33 {
34 Subject = new ClaimsIdentity(new Claim[]
35 {
36 new Claim(ClaimTypes.Name, "Erkan")
37 1,
38 Expires = DateTime.UtcNow.AddDays(7),
39 SigningCredentials = new SigningCredentials(new SymmetricSecurityKey(key),
40 SecurityAlgorithms.HmacSha256Signature)
41 };
42 var token = tokenHandler.CreateToken(tokenDescriptor);
43 var tokenString = tokenHandler.WriteToken(token);
44 return Ok(tokenString);
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